
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

March 2020 

“Security is always 
excessive until it’s 
not enough.”  

-Robbie Sinclair 

Security & Technology 

 In 1853, Augustus Russell Pope of Boston, MA, invented 

the first electro-magnetic alarm system. Before this 

started, animals, guard dogs, and the ringing of bells were 

used to catch intruders. (ABUS, 2013)  

Technology has significantly advanced, providing tools to 

assist us with these critical tasks. Similar to the assurance 

of sterility, human awareness cannot be beaten in 

identifying the unacceptable intentions of others. 

Often in our daily tasks, we are confronted with significant 

amounts of protected health information (PHI), allowing us 

to fulfill the functions of our jobs. We have an obligation to 

our patients to protect their data. Regardless of what role 

you play in operations and care of patients, you’re critical 

to ensuring your organization and patients are safe by 

adhering to security measures and laws in place.  

Typically, sterility is the first thing to come to mind in 

patient protection. In this issue, we investigate how 

security glitches can occur within our departments and 

what we can do to protect our facilities, patients, and stuff 

around us.    

Western  

Wisconsin 

Chapter 

 of  

IAHCSMM 

Inside This Issue 

• History of Security & Technology 

• Note from the Editor 

• IAHCSMM tips worth repeating 

• EMR Security 

• Your “In house” security features 

• Security Auditing for HIPAA 

Breaches 

• Attracted to Trouble 
• Member New Certifications 
• Election Results 
• Upcoming Chapter Events 
• Name that Instrument 
• HIPAA word scramble 
• Instagram 
• LinkedIn 
• Facebook 
• The Show Must Go On 
• Triple Berry Smoothie 
• Game Answers 
• References 

 
 
 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

EMR Security 
Imagine your workstation computer capable of accessing 

all of our organization’s patient data and organizational 

data. If that computer was placed in a room with no way 

to physically get it and no access to the internet, it would 

be secure. The data, however, would have no value since 

it would not be accessible. If you allow one person to 

access the computer, it all of a sudden has value again, 

but also now vulnerable to risk. There is a delicate 

balance between allowing access to only those with an 

absolute need to access information and protecting it 

from unauthorized users. (Brown, 2019) 

In the 1960s, academic medical centers began developing 

systems for managing the vast amounts of patient data 

they collected. These systems were designed into the 

early electronic health records (EHR) that we rely on so 

heavily today. In the 1970s, the federal government 

began using EHR for the Department of Veteran Affairs. 

The EHR was well received within the community for 

reducing medical errors and improving patient health-

record assimilation. Since then, different types of EHR 

have been utilized by the government, medical centers, 

and industry. (Jim Atherton, 2011) 

Security Is defined as the state of being free from danger 

or harm, or the set of defensive measures that 

collectively ensure that state. (Brown, 2019) In 1996, the 

Health Insurance Portability and Accountability Act 

(HIPAA) was passed.  This is the most common law that 

we reference in guidance to protecting health security.  

Studies performed by the Institute of Medicine 

determined that lack of standards, cost, and security 

issues were the most significant barrier to EHR adoption. 

In response, the Computer-Based Patient Record Institue 

(CPRI) was established to breakdown those barriers and 

as technology developed CPRI merged with the Health 

Information and Management Systems Society (HIMSS) 

The non-profit international electronic standards 

organization (HL7) is responsible for the EMR standard 

organization. This allows many vendors to create EMR 

systems that are universal in communication, security, 

and computer language. (HL7, 2020) 

The impact of EMR systems on the entire 

population was acknowledged during President’ 

Bush’s 2004 State of the Union address (M., 2007) 

“President Obama incorporated EHR into his 

American Recovery and Reinvestment Act of 2009 

as part of the Health Information Technology for 

Economic and Clinical Health Act (HITECH)” (Jim 

Atherton, 2011). Acknowledging the critical data 

that can be harnessed in EMRs, the act incentives 

higher payment to all physicians and hospitals that 

treat patients who use government insurance. 

(HHS.gov, 2017)  

Currently, there are five dominating areas of EMR 

to consider for success:  

1. patient data for content and value of services. 

This is especially critical in payment for Affordable 

Care Organizations (ACOs) Clinical therapies and 

health research.  

2. Affordable EMR technologies supporting 

computer-based patient records are now available. 

3. Computers provide enhanced efficiency to access 

and document patient care but also increased 

security risks. 

4. Demographics such as, increase age = increase 

chronic diseases and the mobility of Americans to 

travel adds new pressure to make large amounts of 

information transferable across the country.  

5.  EMR data is essential to the nation’s healthcare 

infrastructure reform lowering the costs of 

healthcare. 

At your workstation computer, could you imagine 

all the data your responsibility to protect at your 

fingertips? You play a vital role in the security of 

that system for a better America. 

Never in recent history has a barrier like COVID-19 drastically changed normal daily 

functions. The virus has created significant development in technology to overcome 

the obstacles. The world is full of amazing people, each of who have brought their 

talents and heart to help us adjust and beat this pandemic. To each and every one of 

you, Thank You! 

This issue will focus on Technology and Security as they go hand in hand. All of the 

information being converted to the digital world in the last few weeks is mind-

boggling! All of that information needs to be kept secure. We will look at how the 

WWCI adapted recently to host our Spring Workshop. WWCI is getting social with 

social media.  Finally, how we will be using technology to bring future meetings closer 

to you no matter where you are or when you work. 

In our professional lives, we use different types of technology to perform our job 

duties. The electronic medical record (EMR) and information technology systems like 

EPIC and Cerner hold vast amounts of information. We'll investigate laws in place to 

protect how PHI is housed and secured in EMRs. How can you play a role in keeping 

your healthcare system safe? What consequences occur when PHI is breached?   

In the coming weeks and months, we are here to support you through the unknown. 

Feel free to reach out as thank technology we're available to lend support 24/7 on all 

of our social media applications. See you in June! –Leslie Kronstedt 

Note from the Editor 

Pictured above – Leslie Kronstedt 

WWCI IT Committee Chairperson 

IAHCSMM TIPS Worth Repeating & to live by daily 
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Have you ever wondered how our medical facilities 

protect staff and patients? Daily we see news 

articles about computers being hacked and critical 

data being leaked.  Let's take a closer look at how 

laws and security are used to protect our future by 

protecting the electronic medical records systems. 

HIPAA and rules from the American Recovery and 

Reinvestment Act (ARRA) of 2009 dictate the 

standards and implementation of all identifiable 

protected health information privacy and security. 

The rules state PHI can only be disclosed or used 

within the confines of the laws or individual’s 

discretion. (Brown, 2019) HIPAA and the ARRA 

specifically guide administrative, physical, and 

technical safeguards essential to integrity, 

availability, and confidentiality. 

Authorization is defined as verification. The real 

identity of a person or entity attempting to 

perform a security-sensitive action is the asserted 

identity. In our work, we provide authorization by 

providing our usernames, passwords, answer 

security questions, determine access codes from 

the hardware that they are using, or physical 

verification such as a fingerprint. (Brown, 2019) 

Assurance of identity is critical, as the digital 

signature of the user will be in audit records or the 

user’s actions. A bogus user will make those audits 

inaccurate. 

Access-control limits what protected data 

applications users have access to. Limiting to only 

what they need to perform job duties. Mechanisms 

are put in place within the EMR system that uses 

job roles and security clearance to help determine 

a user’s ability to access the information. Those 

same mechanisms look at the location, and time 

requests are received. Finally, the access-control 

can determine the risk associated when 

unauthorized users access information in different 

ways, such as if unauthorized individuals can read, 

retrieve, write, or modify sensitive health 

information. (Brown, 2019) Encryption is listed as a 

security control by HIPAA and critical in access-

control. 

 

 

 

Encryption is much like a modern digital version of the 

cipher used during WW2 to scramble data so it can’t be 

read. Our advanced encryption uses mathematical 

algorithms to cipher data. Encryption works both ways 

to make the data readable or unreadable based on need 

and authorization.  If an unauthorized user gains access 

to a file, the data contained within it would still be 

encrypted as a second level of security. 

It makes more sense of why we have so many passwords 

and steps to get our jobs done throughout the day. As an 

employee, you play a critical role in all of these security 

measures to have full effect. Remember to never write 

down your passwords, change passwords frequently, 

and log out of your computer every time you walk away. 

Your “In House” Security Features 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

We have all heard it before. Only look up patients that you have a business reason to be viewing their personal 

data. No, you can't look up your family, neighbor, or church pastor. These individuals have a right to privacy. 

Sometimes tremendous news stories can pique your interest. Last year the entire nation knew the face of Jayme 

Closs from an Amber Alert. Jayme had been abducted from her home after her abductor killed both of her parents 

in Barron, Wisconsin.  After months new broke that Jayme had escaped her capture and was taken to a local 

hospital. What happened to her while she was gone all that time? While it is human nature to be curious, it needs 

to be restrained. Looking up, individuals, especially "famous" or high-profile patients, will get you in hot water. 

 Let's take a look at cases across the country and the results of those employees. We will also look at the technology 

hospitals employ to track who is looking at what and when. 

In 2009, The American Recovery and Reinvestment Act included a clause that organizations are responsible for 

accounting for all authorized and unauthorized disclosures of health information. (Brown, 2019) In response to the 

ARRA, healthcare organizations use health information technology (HIT) to run security auditing and accounting to 

keep track of disclosures that need to be reported. 

"An accounting of disclosures is a record of every instance in which electronic health information is released, 

transferred, provided, opened for access, or divulged in any other matter to an entity outside the holder of the 

information" (Brown, 2019). The accounting will keep detail records of all activity within the EMR. Attempts to gain 

access that is denied will also be tracked. (Brown, 2019) 

Security Auditing for HIPAA Breaches 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Sources: Information from (Ornstein, 2015) and (Brown, 2019) 

Shooting for the Stars with Growth, Development, & Leadership 

 

CER Certification- Dana Makovec 

CRCST Certification- Tiffany Gunning  

The pursuit and achievement of certifications helps 

technicians follow best practices and stay ahead of 

the technology curve. Certified professionals truly 

demonstrate a commitment to education, 

development, and to the profession. 

Congratulations! 

Member New Certifications 

IAHCSMM Currently Offers Five Certifications 

CRCST CIS CER CHL CCSVP 

Chapter Meeting-June – June 26th -Central Wisconsin Airport – Mosinee, WI 

Chapter Meeting-August 2020 – Marshfield Library – Marshfield, WI 

Chapter Meeting-October 2020-Date TBA – Hayward, WI 

 Retreat 2020 – October 16 & 17 – Executive Board & Committee Chairs – Coloma Hotel   

Chapter Meeting-December 11th 2020 – Gundersen Health System – La Crosse, Wi 

Chapter Meeting – February 2020 -TBA 

WWCI Spring Workshop – March 26th & 27th 2021 – HSHS Sacred Heart Hospital 

Chapter Meeting – March 26th -At Sacred Heart Hospital Following Workshop 

Reminder- If you would like to host a chapter meeting please contact westernwi09@gmail.com 

Upcoming 2020 -2021 Chapter Events 

Recent Elections Results 

Elections were held at our March Chapter 

Meeting in Eau Claire for one Boardmember and 

Treasurer both for two year terms.  

Treasurer – Michelle McCanna  

Board Member – Leslie Kronstedt 

Congratulations!  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Name that Instrument 

WWCI Instagram Launched in March 

Western Wisconsin Chapter of IAHCSMM 

launched two additional social media 

platforms in March. In a nutshell, Instagram is 

a photo-sharing app that allows users to post 

photos and share them with followers. 

Instagram content drives more engaged 

traffic than other visual social content like 

YouTube or Pinterest. This will enable WWCI 

to reach beyond just Wisconsin to push our 

mission of the enhancement & promotion of 

the Central Service profession with education 

and leadership posts. Download the app on 

your phone and follow us! 

Prioritize the Fun and the Learning will Come 

Name that & Word Scramble Answers on Last Page 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

WWCI Gets Social with Technology 

 

Join the professional fun and add your membership of WWCI to your professional portfolio on LinkedIn. LinkedIn is a 

social network that focuses on professional networking and career development. You can use LinkedIn to display your 

resume, search for jobs, and enhance your professional reputation by posting updates and interacting with other 

people. Just like with Facebook or Instagram, you search the WWCI in the application and “follow” it to get the latest 

updates and education. 

As you can see from the Administrator view, our WWCI LinkedIn page currently has 68 followers. This page was also 

just launched in March. On the bottom left side, you will see some quick analytics of the last 30 days since the 

LinkedIn page was started. We have had 8.3 K post impressions throughout the LinkedIn world. Additionally, 20 of our 

68 followers have visited our website recently. Our Facebook page has had additional 61-page likes in the last 30 days 

for 250+ followers. The posts have reached 4,980 people, with 1,680 of those people engaging with our Facebook 

page in some way. We also launched a group page that allows our 250+ followers to engage with each other. (pst..you 

need to be a top fan to be invited into the secret group). 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Show must go on! 

WWCI Members Spring into Action 

 The Spring Workshop occurred this year on the brink of the Coronavirus 

pandemic. With less than 48 hours until the workshop began, we had lost 

our location. Then half of our conference presenters had been grounded out 

of caution for their health and safety. Thankfully it was rescued.  

Lori Ferrer jumped into action to secure our new location at Chippewa Valley 

Technical Colege. She also wowed us by presenting her 2008 IAHCSMM 

National Conference presentation to fill a space left by a presenter that was 

unavailable. We are most grateful, Lori, for your dedication! 

Tonya Minot and Nancy Hammes worked through coordinating Sacred Heart 

Hospital's lunch that was planned. Working with our caterer to get refunded 

since the Technical college wasn't able to prepare the food. Thankfully, 

Erberts and Gerbert's was able to cater to our Friday lunch instead. Much 

gratitude Tonya & Nancy! 

One significant lifesaver was the ability for our presenters to use 

applications such as Zoom, WebEx, and Skype to present virtually. Leslie 

handled the IT piece for our speakers, communicating with them, and 

getting each one set up on the method we could use for them to present. 

Eriberto pitched in lending his IT knowledge to assist during the conference 

and was much appreciated. While it wasn't without it's learning curves and 

hiccups, our audience and presenters made the most of it. We value our 

amazing presenters that could be flexible in presenting remotely. Most 

appreciated Eriberto and Leslie! 

Our chapter's mission is to provide leadership opportunities. All of our board 

members exuded the quality of leadership. They took up different roles to 

ensure that the Spring Workshop went on as scheduled. A number of our 

chapter members also showed up early to help get set up and pack things up 

to keep us within the strict timeframe allowed by the college. We sincerely 

appreciate all of the help and leadership from everyone to make the 

workshop a success! 

Changes in policies to ensure safety meant that we lost 11 vendors, 6 

speakers, and 12 attendees. We had 57 people registered for the spring 

workshop originally, 12 were unable to attend, but 8 walk-in attendees for a 

total of 53 in attendance. Additionally, we had 12 people join our chapter 

during the workshop. A massive welcome to our new members! The 2020 

Spring workshop was memorable and will be talked about for years to come. 



 

 

 

 

 

 

 

 

 

 

 

 

 

      

 

 

 

Until next time…think spring 


